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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1.114, including tine fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since 
this application is eligible for continued examination under 37 CFR 1.114, and the 
fee set forth In 37 CFR 1 .17(e) has been timely paid, the finality of the previous 
Office action has been withdrawn pursuant to 37 CFR 1 .1 14. Applicant's 
submission filed on October 24, 2008 has been entered. 

2. Claims 68-69 were added by the amendment filed on October 24, 2008. 

3. Claims 1-28, 45-51, and 60-69 are pending. 

Response to Arguments 

4. The U.S.C. 112 second paragraph rejections directed at claims 1-28, 45-51 , and 
60-67 are withdrawn in light of the applicant's entered amendment. 

5. Applicant's arguments with respect to the prior art rejection of the claims have 
been considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the phor art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary sl<ill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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7. Claims 1,3-9, 11-15, 17-23, 25-28, 45-51 , 60-61 , 63-65, and 67-68 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Heiner (US Pat. 6,1 12,227, 
cited on IDS dated 8/23/2004) and Kirsch (US Pat. 6,546,416), in further view of 
applicant's admitted prior art (hereafter AAPA, with citations under this heading 
being taken from the applicant's own specification) and Espinosa et al (US Pub. 
2007/0204043), hereafter "Espinosa." 

8. As to claim 1 , Heiner discloses a method for modifying mail filters associated with 
a user of a mail system, the method comprising: 

generating a petition by a sender based on user information, the petition 
comprising a request for the sender to be added to a list of approved mail 
senders, the list associated with the user (column 3, lines 56-62, source client 
sends a reply (petition) to register and become a valid sender); 

transmitting the petition from the sender to a recipient as a result an email 
request and storing said petition at the recipient, wherein the petition is 
transmitted before sending electronic mail between the sender and the recipient 
(column 3, lines 56-62; petition sent from source client to destination SMTP 
server (i.e. where the recipient resides)); 

receiving a login request from the user to the mail system (column 3, lines 39- 
48, as there is a destination SMTP server, the recipient will inherently login to 
retrieve emails); 
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checking for tlie petition in the computing device where said recipient resides 
(column 3, lines 56-62); and 

processing said the petition if the token is found in the recipient and modifying 
the mail filters associated with the user by adding the sender to the list of 
approved mail senders as specified in the petition (column 3, lines 56-62); 

transmitting an electronic mail message from the sender to the recipient and 
allowing the recipient to receive the electronic mail message from the sender as 
specified in the petition (column 4, lines 20-26). 

But, Heiner does not explicitly disclose a token containing the petition. 
Rather, Heiner discloses the petition is composed of a response to a destination 
client and each destination client is allowed to compose their own questions or 
instructions required to submit a valid petition (column 3, lines 56-67). 

However, Kirsch discloses generating and transmitting a digital signature 
containing a valid petition to add a sender to an approved sender list (column 3, 
lines 43-57, a digital signature (token) is transmitted to verify a sender). 

As Heiner discloses each destination client is allowed to compose their own 
questions or instructions that, when followed, creates a valid petition and Kirsch 
discloses a digital signature constituting a valid petition, it would have been 
obvious to one of ordinary skill in the art at the time of the invention to combine 
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the teachings of Heiner and Kirsch thus improving the means for verifying 
senders. 



Further, neither Heiner nor Kirsch disclose receiving a subscription request 
from a recipient to a sender, the subscription request including user information, 
wherein the subscription request is received as part of a web browser interaction 
before sending electronic mail between the sender and the recipient and wherein 
the subscription request is initiated by the recipient; and the petition is 
transmitted during said web browser interaction before sending electronic mail 
between the sender and the recipient. 



However, AAPA discloses receiving a subscription request from a recipient to 
a sender, the subscription request including user information, wherein the 
subscription request is received as part of a web browser interaction before 
sending electronic mail between the sender and the recipient and wherein the 
subscription request is initiated by the recipient (page 1, [0005], email addresses 
are commonly provided (subscription request which would precede emails from 
that sender) by customers (recipients) when interacting with a company's 
(senders) website (i.e. via a web browser)) and Espinosa discloses a petition to 
by a sender based on user information comprising a request for the sender to be 
added to a list of approved mail senders, wherein the petition is transmitted 
during a web browser interaction before sending electronic mail between the 



Application/Control Number: 1 0/721 ,044 Page 6 

Art Unit: 2452 

sender and the recipient ([0015], email is prevented from being delivered; sender 
is instructed to access internet page (i.e. via a web browser) and file out the web 
page so as to receive access code which allows sender to be added to approved 
senders list). 

Therefore it would have been obvious to one of ordinary skill in the art at the 
time of the invention to combine the teachings of Kirsch and Heiner with that of 
the applicant's admitted prior art and Espinosa via simple substitution of known 
methods (i.e. subscribing to emails via a web browser and petitioning via a web 
browser) to achieve the predictable result of adding legitimate mail senders to a 
recipient's white or approved senders list. 

9. As to claim 7, Heiner discloses a method for modifying mail filters associated with 
a user of a mail system, the method comprising: 

generating a petition by the sender based on the user information, the petition 
comprising a request for the sender to be added to a list of approved mail 
senders, the list associated with the user (column 3, lines 56-62, source client 
sends a reply (petition) to register and become a valid sender); 

transmitting petition from the sender to a recipient a reference to a location of 
the as a result of the subscription request and storing said petition at a computing 
device where the recipient resides, wherein the petition is transmitted before 
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sending electronic mail between the sender and the recipient (column 3, lines 56- 
62; petition sent from source client to destination SMTP server (i.e. where the 
recipient resides)); 

receiving a login request from the user to the mail system (column 3, lines 39- 
48, as there is a destination SMTP server, the recipient will inherently login to 
retrieve emails); 

searching in the computing device where the recipient rides for the reference 
to a location of the petition (column 3, lines 56-62); and 

retrieving said the petition from said location if the token is found in on the 
computing device where the recipient resides and modifying the mail filters 
associated with the user by adding the sender to the list of approved mail 
senders as specified in the petition (column 3, lines 56-62); 

transmitting an electronic mall message from the sender to the recipient and 
allowing the recipient to receive the electronic mail message from the sender as 
specified in the petition (column 4, lines 20-26). 

But, Helner does not explicitly disclose a token containing the petition. 
Rather, Helner discloses the petition is composed of a response to a destination 
client and each destination client is allowed to compose their own questions or 
instructions required to submit a valid petition (column 3, lines 56-67). 
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However, Kirsch discloses generating and transmitting a digital signature 
containing a valid petition to add a sender to an approved sender list (column 3, 
lines 43-57, a digital signature (token) is transmitted to verify a sender). 

As Heiner discloses each destination client is allowed to compose their own 
questions or instructions that, when followed, creates a valid petition and Kirsch 
discloses a digital signature constituting a valid petition, it would have been 
obvious to one of ordinary skill in the art at the time of the invention to combine 
the teachings of Heiner and Kirsch thus improving the means for verifying 
senders. 

Further, neither Heiner nor Kirsch disclose receiving a subscription request 
from a recipient to a sender, the subscription request including user information, 
wherein the subscription request is received as part of a web browser interaction 
before sending electronic mail between the sender and the recipient and wherein 
the subscription request is initiated by the recipient; and the petition is 
transmitted during said web browser interaction before sending electronic mail 
between the sender and the recipient. 

However, AAPA discloses receiving a subscription request from a recipient to 
a sender, the subscription request including user information, wherein the 
subscription request is received as part of a web browser interaction before 



Application/Control Number: 1 0/721 ,044 Page 9 

Art Unit: 2452 

sending electronic mail between the sender and the recipient and wherein the 
subscription request is initiated by the recipient (page 1, [0005], email addresses 
are commonly provided (subscription request which would precede emails from 
that sender) by customers (recipients) when interacting with a company's 
(senders) website (i.e. via a web browser)) and Espinosa discloses a petition to 
by a sender based on user information comprising a request for the sender to be 
added to a list of approved mail senders, wherein the petition is transmitted 
during a web browser interaction before sending electronic mail between the 
sender and the recipient ([0015], email is prevented from being delivered; sender 
is instructed to access internet page (i.e. via a web browser) and file out the web 
page so as to receive access code which allows sender to be added to approved 
senders list). 

Therefore it would have been obvious to one of ordinary skill in the art at the 
time of the invention to combine the teachings of Kirsch and Heiner with that of 
the applicant's admitted prior art and Espinosa via simple substitution of known 
methods (i.e. subscribing to emails via a web browser and petitioning via a web 
browser) to achieve the predictable result of adding legitimate mail senders to a 
recipient's white or approved senders list. 

10. As to claims 15 and 45, they are rejected by the same rationale set forth in claim 
1's rejection. 
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1 1 .As to claim 21 , it is rejected by tlie same rationale set forth in claim 7's rejection. 

12. As to claims 3, 1 1 , 17, and 25, Kirsch discloses the petition specifies an 
identification method that will be used to verify that an email message is from a 
given sender (column 3, lines 43-57). 

13. As to claims 4, 12, 18, and 26, Kirsch discloses the identification method utilizes 
an origin electronic mail address for the sender (column 3, lines 43-57). 

14. As to claims 5, 13, 19, and 27, Kirsch discloses the identification method utilizes 
a digital signature (column 3, lines 43-57). 

15. As to claims 6, 14, 20, 28, and 51, Kirsch discloses the user information 
comprises a user identifier (column 3, lines 43-57). 

16. As to claims 8 and 22, Kirsch discloses receiving a request for the petition from a 
party maintaining the list of approved mail senders and transmitting the petition in 
response to the request for the petition (column 3, lines 58-67, computer sends 
challenge email soliciting a petition to be added to verified source address list). 
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17. As to claim 9 and 23, Kirsch discloses including authentication credentials in the 
token and receiving authentication credentials with the request for the petition 
(column 3, lines 58-67). 

18. As to claim 46, Kirsch discloses the token includes the petition (column 3, lines 
58-67, challenge reply includes petition information (i.e. the data necessary to 
add the sender to the verified source address list). 

19. As to claim 47, Kirsch discloses the token includes a reference to a petition 
location (column 7, lines 22-35, a challenge reply (email containing the petition) 
is received and evaluated, inherently a reference to the location of the petition is 
given as the challenge reply is actively evaluated). 

20. As to claim 48, Kirsch discloses the petition specifies an identification method 
that will be used to verify that an email message is from a given sender (column 
3, lines 43-57). 

21 .As to claim 49, Kirsch discloses the identification method utilizes a sender mail 
address (column 3, lines 43-57). 



22. 



.As to claim 50, Kirsch discloses the identification method utilizes a digital 
signature (column 3, lines 43-57). 
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23. As to claims 60 and 64, Kirscli discloses requesting a confirmation of the 
success of the petition by the sender; and transmitting a confirmation of the 
petition from the recipient to the sender indicating success or denial of the 
petition (column 10, lines 25-38). 

24. As to claims 61 and 65, Kirsch discloses the sender assumes that the petition 
was denied by the recipient if confirmation was requested by the sender but 
never received from the recipient (column 3, 45-57) 

25. As to claims 63 and 67, Kirsch discloses maintaining a petition rules list that 
specify special handling of the petition based on the data contained in the petition 

such that the petition rule list Identifies recipients whose petition processors are 
located on the systems of a remote mail provider (column 3, lines 43-57). 

26. As to claim 68, Espinosa discloses the petition is transmitted to the recipient's 
web browser and wherein the recipient's web browser provides it to a petition 
processor ([0015]). 
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27. Claims 2, 10, 16, 24, 62, 66, and 69 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Heiner, Kirsch, Espinosa, and AAPA, as applied to 
claims 1,7, 15, and 21, in view of what is well known in the art. 

28. As to claims 2, 10, 16, and 24, Heiner, Kirsch, Espinosa, and AAPA do not 
explicitly disclose the token is a cookie. However, Official Notice (see MPEP 
2144.03 Reliance on "Well Known" Prior Art) is taken one of ordinary skill in the 
art at the time of the invention would view it as an obvious modification of Heiner, 
Kirsch, Espinosa, and AAPA teachings to utilize a cookie to store the petition to 
the user, as a cookie is a common means to organize data in the art. 

29. As to claims 62 and 66, Heiner, Kirsch, Espinosa, and AAPA fail to disclose the 
token containing the petition is transmitted from the sender to the recipient via 
hypertext transfer protocol (HTTP). However, Official Notice (see MPEP 
2144.03 Reliance on "Well Known" Prior Art) is taken one of ordinary skill in the 
art at the time of the invention would view it as an obvious modification of Heiner, 
Kirsch, Espinosa, and AAPA teachings to utilize known protocol to generate and 
store a digital signature as a HTTP is a widely used protocol in emails and the 
Internet in general. 

30. As to claims 69, Heiner, Kirsch, Espinosa, and AAPA fail to disclose the petition 
processor is configured as a web browser plug-in. However, Official Notice (see 
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MPEP 2144.03 Reliance on "Well Known" Prior Art) is taken one of ordinary skill 
in the art at the time of the invention would view it as an obvious modification of 
Heiner, Kirsch, Espinosa, and AAPA teachings to utilize known practice in web 
page design (i.e. the use of plug-in in a web page) in order to simply the 
programming of the web page and provide a means for a user to interact with a 
web page. 

Conclusion 

31 .Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas J. Dailey whose telephone number is 
571-270-1246. The examiner can normally be reached on Monday thru Friday; 
9:00am - 5:00pm. 

32. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John Follansbee can be reached on 571-272-3964. The fax phone 
number for the organization where this application or proceeding is assigned is 
571-273-8300. 
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33. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR 
only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 

IT. J. D./ 

Examiner, Art Unit 2452 
/Kenny S Lin/ 

Primary Examiner, Art Unit 2452 



